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Abstract
Technological advancements in the security departments, among other advancements, have come in various forms over the past decade. The past and current events in the society and in some states have seen corresponding changes in terms of people’s safety and protection of properties. There have existed methods of electronic identification such as cards, card keys, and personal identification numbers that have worked to an extent not quite satisfying. This has led to the manufacture, processing and implementation of new security technology captured in the use of biometrics.   This paper envisages the various concerns such as privacy issues that would compel conflicts of interest in using biometrics, especially in the maximum correctional facilities. The paper equally outlines the various sides in terms of positives and negatives that correspond to accuracy and reliability, safety and abuse and ethical issues that are associated with using this new technology in a place whose mandate is ensuring the protection of masses with extremist criminal potentialities. It comes wrapped as a challenge and the best experimental rollout of such significant technological changes. The paper draws data and results from a case study written and done by Miles & Cohn (2006) in their attempt to experiment impacts of using biometric technologies in the Navy Brig prison facilities.  In a nutshell, the paper concentrates on the impacts that are likely to be witnessed when incorporating the services of biometric technologies to any institution only with more attention put on the prison facilities as it comes with a good number of people at one go.


Issues and Concerns of Biometrics in Criminal Justice
Introduction
Biometrics, as described by Mile & Cohn (2006), refers to a variety of methods to verify a person’s identity using physiological or behavioral characteristics such as iris, retinal, and facial recognition, hand and finger geometry, fingerprint and voice identification and dynamic signature.  It is a method that in whole, needs to put together the confidentiality of information, helps in reducing fraud and in the bottom-line helps provides proof over cases of identity theft. This paper will however, focus on the impacts of using biometric features in the correctional facilities, something we can conceptually refer to as impacts of using biometrics on monitoring the activities of prisoners in the correctional settings and the applicability of the same technology by the specialist and experts to such settings. As I have mentioned, using biometrics in gauging the activities that take place in the correctional institutions/setups/settings by both the management team as well as on the inmates is a milestone advancement that all prisons and states should implement. Equally, as of masterpiece as the technology is taken to be, its impacts on privacy concerns, issues of accuracy and reliability, safety and abuse and the ethical issues associated with it are still measures that needs proper addressing before piloting the technology to all the departments of the state and society at large. However beneficial this technology is, it still poses various risks that can and need only to be addressed comprehensively to allow better public acceptance of its usage.
Concerns of Using Biometrics in Correctional Facilities
Biometrics is a powerful technology and has reputable potential to positively impact the security and safety of citizens by protecting and storing their identity and privacy in recommended databases. This method is worthwhile in the state protection of citizens by ensuring that crime alleviation and prevention takes place before actual happenings of such vices take place. Cases of known terrorist perpetuating the terror acts can be meted in advance. When these criminals are taken into the correctional facilities, their movements, visitors they receive and activities out in the manual work areas and into the dining zones can be ascertained at all times. This is positively impacted by the use of fingerprint recognition technique that Mile & Cohn (2006) tested to great results in their tryouts of the whole technology. It becomes eminently evident that most passages or transit of prisoners from one point to the other can be kept in ready updates thanks to the biometric technology, as was witnessed at the Navy Brig, a facility that was used for the technology experimentation. On the contrary, privacy is a universal right of everybody all around the world and this technology seems to breach that right. Various organizations in cities and suburban areas, key, are the private organizations that deal in security provisions have tended to contravene this universal right. They have posited and demonstrated access to various private data belonging to people of general citizenry (Streit, Streit & Suffian 2017). Technology instruments such as CCTV cameras have been used irregularly to surmount criminal offenses and crimes against individuals by closely following up and predicting their movements and later linking them to such fraudulent crimes. This is a contravention of universal privacy that is accorded to every individual.
Depending on biometrics for ultimate security in the correctional facilities calls for accuracy and reliability of the technology at all times. In any given event that these two concepts are not appropriately harnessed, then the cases of prisoners breaking out, riots within such settings and on the extreme, cold murders are likely to take place (Nait-Ali 2019). National Institute of Justice published an article in January 2006 of a practice that showed unreliability on the use of biometrics methods of voice and facial recognition. It is reported that specialists had to physically identify the prisoners after the method of using facial recognition demonstrated the production of too many positives on the prisoners. This was a false alarm.  In such cases, the technology becomes a hindrance and inconveniencing to the normal operations of the system (Carpenter, McLeod, Hicks & Maasberg, 2018). This was a pivotal sign that this kind of technology, when not adequately incorporated with strict backup plans, can be very detrimental to the services they are meant to provide. In a time when the facial recognition fails to make desired impacts, when this information reaches the convicts, it would mean anarchy and total chaos that could result in subsequent deaths among rivaling groups within the prisons.
Safety and abuse of the biometric technologies can take place in regards to employee relations among the members of a given correctional facility. There are reported cases of ‘powerful prisoners’ who have pocketed various prison heads from their superintendents to the junior warders. These corrupt prison officers have abused and continue to do so in the places that they practice such acts, they allow certain privileges to the inmates that include turning off CCTV cameras in given areas, giving access key cards to the prisoners and allowing unencrypted passages of prisoners to key areas in the prison periphery. While such abuses take place, safety concerns about the other warders, less consequential prisoners and public safety becomes partially breached. It is in this view that using biometric technologies in the correctional facilities needs to be paramount and hierarchical in ensuring safety protocols within such institutions (Carpenter, McLeod, Hicks, & Maasberg, 2018). Hierarchy steps in through giving only needed credentials to the junior workers and ensuring frequent auditing of the institution and on the senior personnel as well as ensuring the equipment work hand in hand as needed as is updated. Conversely, to reiterate the on the issues of accuracy, there have been cases of personal misidentification capture through the use of ads that have targeted wrong people and mislabeling of people using false algorithms.  It becomes unprecedented criminal cases and harassment of innocent people.
The initial use of biometrics resulted in concerning ethical dilemmas vis-à-vis the proposed benefits of the technology (North-Samardzic 2019). On the onset of incorporating this technology to the wider population, it was found out that facial recognition of colored people and those with the Asian descent was primarily unidentifiable on the technology as described by Nait-Ali (2019).  In other instances, these misalignments are prejudicing and segregating, worse are that they come at a time when racial tensions are so heated. Equally, on the ethical concerns, there is steepened breach of personal private space by the use of biometric information.  People have the right to know what is discussed about them that prompts their picking out of a crowd but the technology companies have barely let anyone or the public to review what takes place in those data centers. In many instances, people become victims of biometric unethical doings, which in turn leads to endless complaints about the veracity of implementing this technology to the social paradigm. In the correctional facility setup, the ethical dilemmas that come with corrupt practices discussed above need to be done away with to offer the much-needed usage of the technology effectively.
Conclusion
How to alleviate and change public perception and concern about the use of biometrics is the key to the positive uptake of this technology in any institution. These concerns can be alleviated by implementing basic management techniques that take into account the access and use of given biometric databases where the biometric templates are kept. The measures can involve establishing hierarchical access to the database, whereby prison and security heads can only access levels of biometric and personal information corresponding to their position and that is necessary in their line of work. This can as well be ensured through the strict implementation of such work policy regulations and codes of conduct. When this shall have been done, the public opinion shall be restored in favor of the technology.
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